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Service Provider Selection Criteria:

Now More Important than Ever

April 16, 2002



Executive Summary

One of every three service providers in the United States is either entering or emerging from bankruptcy.  The stakes have increased dramatically in the last year to choose a service provider that meets technical as well as overall business needs.  Having the right services is just part of the equation.  Today, it is more important for a service provider to be around in the long-term, delivering the kind of service and support that keeps your networks alive and well.

Current Analysis has outlined five imperatives for service provider selection.  While a rigorous selection process lengthens the time to choose a service provider, it is time well spent that pays dividends in ensuring a reliable, efficient and long-term service experience.  The critical criteria include:

· Technology Capability

· Service and Support

· Scope and Geographic Reach

· Financial Viability

· Price and Value

While all of these criteria are important, Current Analysis believes that financial viability as well as the service and support capability of a service provider take precedence over purely technical and pricing considerations in today’s environment.

Business Environment
Companies of all sizes are deploying new and innovative telecommunications services.  Most popular are Internet access, managed hosting services and virtual private networks (VPNs).  Companies spend approximately $100 billion per year on data services with these three types growing the fastest.  In addition, there are literally hundreds of these service providers in the U.S. today. 

VPNs, Internet access and managed hosting services are fast becoming the foundation for data communications and processing.  These three services comprise the core communications services that fuel enterprise business operations and growth.  Indeed, Current Analysis estimates the demand for VPN services alone will grow at more than 50% per year, exploding from $2 billion in 2001 to over $8 billion by 2004. 

Companies that range in size from Fortune 1000s to small enterprises are faced with a gamut of challenges and options when provisioning their networks and questions of which provider to use are paramount on their agendas.  These services fulfill mission-critical applications such as providing high-speed communications between company sites, reliable access for remote employees, customer access to applications and information and company access to internal data and applications.  All of these are critical to running a business, and the absence of any one piece modern day enterprises would grind to a halt.

With so much customer and business process activity linked to telecommunications services, service provider selection becomes one of the most important functions of IT and executive management.  Not having specific service provider selection criteria in place will lead to the wrong service choice, which translates to bad service and in many instances no service at all.  Technical headaches and disappointed customers are problems, but ultimately poor network capability affects the bottom line as shown in the following table from the Standish Group (Source: Cisco Technical Documents).

	Application
	Downtime Cost Per Minute

	
	

	Enterprise Applications
	$13,000 

	Supply Chain Management
	$11,000 

	E-Commerce
	$10,000 

	Internet Banking
	$7,000 

	Customer Service Center
	$3,700 

	Electronic Funds Transfer
	$3,500 

	Messaging
	$1,000 


Overall goals that telecom managers must work to optimize include the following when considering network expansion issues:

· Shorten lead times for deployment

· Reduce monthly recurring cost

· Leverage existing network infrastructure

· Match today’s short-term and long-term communications capacity to meet mission-critical application requirements

· Simplify operations  

· Address both international and domestic capacity needs

· Keep disruption and vendor changes to a minimum

Service Definitions

This paper looks at three services specifically: VPN/managed security, managed hosting and Internet Access.  

Virtual Private Networks (VPNs) are offered by most major service providers worldwide that allow data to be routed securely over public networks, including the Internet.  These services are typically provisioned through a combination of network premise devices that send data to a public network securely and network switches that route data over the backbone.  VPNs can be used for a variety of applications, including remote access communications, site-to-site connectivity and extranet community communications.  Intranet VPNs differ from true private networks that use private lines by using secure tunnels within the unsecured public network.  Remote offices access centralized network resources through an encrypted service, which usually includes some sort of service level management. 

VPNs represent the latest advancement of public networking services.  The additional security and performance management generally associated with VPN services closes the gap between those benefits as provided by a leased line and shared public services.  Site-to-site (Intranet) VPNs are designed to meet the secure communications needs of regionally dispersed companies.  VPNs are targeted at multi-site enterprises that have specific performance and security requirements between their sites.  VPNs typically can save 50% of the cost of using frame or private line networks, and it is the fastest growing segment of data communications today. 

Internet Access Services are used by virtually all companies today, and service providers offer speeds ranging from 56 kbps to T1 through DS3 and beyond to OC 12, 48 and 192.  Many times companies combine the purchase of Internet access with VPNs and managed hosting services and will look to buy all three from the same provider.  A large portion of Internet access services are provisioned by using private line, ATM, frame relay and more recently ultra high-speed services such as Gigabit Ethernet. 

Managed Hosting and Storage Services run a gamut of capabilities from Web site hosting and remote server management to full-scale applications management and monitoring.  A new class of hosting services includes storage services whereby a company’s data is protected on storage servers off-site typically for back-up applications.  Most service providers offer Web, server and storage hosting in secure facilities and connect these facilities back to the customer using VPNs, Internet access services or private lines.  Applications management usually falls in the domain of specialized applications service providers, outsourced service providers or application service providers that have specific applications management expertise such as in health care, financial services or manufacturing verticals.

Why Use Selection Criteria

Current Analysis recommends a thorough analysis of each vendor’s capabilities that goes beyond the apparent capabilities of a specific service.  While a provider may use the latest technology or offer an impressive set of features, it may neither have the capability of supporting sophisticated network management services, nor, at the extreme, the financial resources to expand its services to meet a customer’s growing requirements.  

We recommend taking a balanced approach when assessing technical capabilities, financial viability, support, service and scope of offerings.  Our recommendation is to assign weights according to the service needs and risks that a customer wishes to take.  For example, financial viability may be assigned a high weighting for companies that are risk averse and whose network architecture may be difficult to reconfigure if they have to change service providers.  In general, for these major categories, we suggest the following weighting in today’s environment.  As shown, the technical and scope criteria are slightly less important than the more business-oriented criteria such as financial stability and service/support.  Each service has specific technical benchmarks such as mean time to repair or latency requirements; however, we first want to focus on the overall categories that drive service provider selection choice.  These categories should serve as the main selection criteria for most types of services.
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Source:  Current Analysis

Technical

Technical considerations for service provider selection start with architecture.  For all data services, the first and foremost consideration is that a service provider owns its backbone network in order to handle Internet and VPN transport.  This network can be frame relay, ATM or IP.  Network ownership translates directly into a service provider’s ability to quickly upgrade and expand a customer’s service and access to ensure business continuity.  Service providers often use shared facilities, which can significantly increase installation times and quality of service. 

In addition to backbone network ownership, a range of access options that provides last-mile connectivity is the second most important technical selection criteria.  Medium and large-sized businesses today need a range of access options that spans from secure dial-up access to DS3 and higher-speed services.  

Service providers must be able to offer connectivity at all speeds given the diverse networking needs of business users. In addition, the ability to have local access is tied to connectivity speed options.  We recommend that a service provider have access points of presence (POPs) in the major markets it services directly and has formalized agreements for peering and access with service providers outside of its region.   

A final element of network architecture is the availability of components and software to facilitate additional IP services over the same network.  For example, a service provider’s IP network should be Voice over IP-ready in the event a user wants to handle voice over on the same links as data traffic using their VPN.  Having a VoIP infrastructure in place that includes voice gateways would also allow customers to migrate, for example, to implementing unified communications and IP-based call center services.

First-mile access, multiple POPs that allow rerouting of traffic, as well as redundant data centers ensure automatic back-up so there is no interruption of services in the event of a local access or network route failure.  Automatic cut-over procedures are imperative to ensure close to 100% guaranteed service.  We recommend a service provider own the preponderance of its facilities to handle both connectivity as well as managed hosting services.  For companies with international operations, having major data centers in each country of operation is imperative to enable site mirroring.

The third technical factor is the amount of certified engineering staff for each major service.  We typically suggest a minimum of 50 certified engineers for each service to handle planning, architecture and service delivery issues.  In addition to the service provider being Suntone or Cisco Powered Network certified, engineers themselves would have training and certification on specific network and computing elements of the network.  For managed hosting, availability on a wide variety of operating systems such as Windows NT, Solaris, AIX, UNIX and Windows 2000 is a must.

Finally, for all Internet access and VPN services, there is a growing requirement to use them in conjunction with specialized security offerings.  These can include firewall services using Checkpoint Firewall –1, intrusion detection and response, anti-virus and anti-vandal filtering and Web site blocking.  

Financial

The financial stability of a service provider, while always critical in the past, has grown significantly in importance.  Typically, IT and telecom decision-makers operate in the realm of evaluating the performance and technical attributes of providers.  However, the new parameter of financial viability has emerged to be as important as any technical criteria.  The following are a few of the benchmarks to use in evaluating service providers.  

These are simple questions that all service providers should be able to answer quickly.  We have included our acceptable minimal answer.

· Length of time in business: Three years

· Cash position: Cash flow positive for the last 12 months after all operational expenses and capital expenditures.  No requirement to raise capital either from debt or equity financing to fund operations.

· Investment: For national service providers, capital expenditures of at least $500 million per year for network upgrades and expansion.  As a point of comparison, Qwest and BellSouth spend in excess of $5 billion per year.

· Alliances: Long-term relationships with established infrastructure vendors such as Sun, IBM, Nortel, Lucent or Cisco.

Service and Support

This category combines many characteristics.  Some of the measurements are straightforward and can be quantitatively measured.  These include latency, response time and availability.  These measurements are included in the sections below that detail the service criteria for each type of offering.  For example, we suggest availability of 99.9% at a minimum for all services.  

What is not as straightforward, but just as important, is the orientation that a service provider has to customer service and support.  This is observed in overall company responsiveness to issues and problems.  For example, Federal Express has strict service level guarantees such as delivery by 10:30 a.m.  However, it is the overall service and support experience extending from using the company’s Web site, to talking to a call center agent, to interacting with a delivery person that defines the overall customer service experience and a high rate of satisfaction.

The following are the service and support criteria that should be used when evaluating a service provider:

· One-stop shopping and ordering for multiple services as well as automatic referrals to other providers for services the service provider does not offer.  Value-added integration and architectural planning services to ensure compatibility with legacy systems and services.

· Installation of all but the most complex services in less than four weeks from time of order.

· Automatic credits to service when SLAs are not met or when outages occur.

· Web-based ordering and monitoring system for customers to use.  This would include Web-based trouble ticket input and notification.

· Portal for discussion groups, complaints, customer service responses, etc.

· Historical reporting that highlights any significant downtime.

· 24x7 customer service response with fully staffed engineering support.

· Single point of contact for accountability for sales and support.

· Options for on-going customer training and education.

Scope and Reach

There are many smaller service providers that offer Internet access only or a limited set of data communications offerings.  It is more critical that a service provider is reputable than it offer a full range of data-oriented services.  Decisions concerning services are not made in isolation, and users prefer to buy a bundle of related services from one vendor.  This lowers management complexity and overall cost.

At a minimum, a service provider must offer, or have the ability to offer, national-based services and international connectivity, either through its own network or through formalized partnerships relationships with other major service providers.  One-stop shopping to connect remote sites and employees is a critical need of most companies especially for VPN and Internet access services.  This gives the customer the satisfaction of knowing its service provider has a local presence and can respond quickly if there are problems.  Single billing that includes all access charges - even if other service providers provide connections - is a requirement.

Flexible pricing, local sales and engineering support and simple customer service processes will always remain critical value propositions.  Scope also infers a strong partnership and alliances network.  This can be comprised of service provider interconnection agreements, third-party back-up and support, as well as the strength and longevity of critical vendor relations that provide network and IT infrastructure and services.

Price

Price of service is always a critical factor in deciding on a service provider; however, customers are more wary today of low price providers given that so many have gone out of business in the last year.  A better way of looking at price is to look at overall pricing flexibility and consider the rate of increase as a company steps up network use and services.  A low initial price may not look as good in 12 to 18 months, after the amount of traffic and locations served has doubled but prices have gone up four times.  Thus, getting a firm price upfront for initial configuration as well as what expected increases will be as the network expands is a must.

Service providers should also be able to provide pricing split between the major components of the service.  These include:

· Access charges

· Network transport

· Per minute charges for remote access dial services

· Hosting fees across a range of server and management options

· Customer premise equipment fees (in the case of premise-based VPNs or with DIA)
· Maintenance and support fees that are charged in addition

It is critical that service providers break out pricing at least to this level of detail so that customers can benchmark pricing against alternatives.  

Conclusion

Service provider selection for Internet and value-added data services cannot be an afterthought for businesses in today’s marketplace.  These decisions have grown to rival the importance of selecting enterprise applications and other mission-critical elements of IT infrastructure.  Companies would never think of hastily choosing an enterprise application for financial accounting or sales force automation.  

Neither should they choose a service provider without doing a full technical, service and business analysis.  Bad decisions that force companies to constantly change providers not only result in financial losses, but can also spell disaster for long-term business prospects, in some extreme examples. 

Appendix:  Detailed Technical Evaluation Criteria by Service

The following outlines specific technical and service evaluation criteria for selecting service providers and the parameters that users should employ when evaluating the quality and scope of services.

Internet Access

· Service Level Agreements (SLAs) – Service providers offer SLAs for two important metrics: network availability including latency and covering traffic on the provider's network.  Network availability is the percent of time that the service is accessible (usually 99.5% or better).  Mean time to repair is the average time (usually in hours) that it takes to fix a service outage.  These are standard SLA parameters.  Guarantees associated with each parameter vary by service provider.  Usually, the service providers will offer availability, general delay, continuous capability to monitor services, low latency, service and customer support.  SLA implementation is either proactive or reactive, depending on the company offering the agreement.  Clients favor proactive SLAs as they kick in automatically, whereas reactive SLAs often require the customer to notify and request adjustment for non-performance.

· Latency – Round-trip latency is how long (in milliseconds) it takes for a packet of data to get from point A to point B and back to point A.  Most providers offer a basic SLA with an average of between 55-65ms latency.  A service provider's latency commitments can be built on either an average latency metric (e.g., latency experienced over a one-month period) or a peak latency figure (i.e., the amount of delay at the most congested times).  Average latency SLAs have a downside for the customer: significant delays can occur during peak congestion and they have no service guarantee for these times.

· Response Time – Some providers do not guarantee a restore timeframe.  However, providers usually work within the following framework for restoration: online -- within 30 minutes of notification; onsite -- within 30 minutes of notification to four hours and off-site vaulting facility -- within four hours of receiving a back-up tape. 

· Prioritization – Ranking given to a task that determines the order in which it will be processed.  The IETF-proposed differentiated services (DiffServ) protocol is being discussed as a method of prioritizing traffic to provide "levels" of service, and multiprotocol label switching (MPLS) uses the guaranteed QoS features of asynchronous transfer mode (ATM), which makes up the core of many ISP networks.
· VoIP Support – Voice over Internet Protocol technology used to transmit voice over data networks. The Voice over IP (VoIP) market assessment covers the range of voice services delivered via a digitized, Internet protocol, where the voice call is transmitted via packets that are routed from one location to the final destination, often by different paths.  As new applications for VoIP come online, along with feature sets built into new devices, interest will grow, along with the appeal to corporate customers. 

Managed Hosting

· Service Level Agreements (SLAs) - The basic element of a solid service level agreement is site availability.  Most Web hosting providers offer 100% server availability, but all offer at least 99%. Some may offer a negotiable percentage of availability depending on configuration.  Typically, the Web site host provides 24x7.  Depending on availability needs, some users may prefer a less expensive agreement that does not provide round-the-clock availability. 

· Geographical Separation of Hosting Sites - Most providers offer full backbone redundancy, including switches, routers and Internet connectivity links.  Additionally, many providers offer multi-layered security architecture and physical security for all backbone nodes.  A hosting center should have diverse routing into its data center in case of failure.  Several back-up energy sources can ensure the back-up systems, such as battery power or gas generators. 

· Understanding of Business Applications - Expect a managed Web hosting provider to offer some or all of the following features.  These include sample service packages such as facilities, hardware, software, enhanced security, LAN and Internet connectivity for several hardware platforms, firewall options, managed storage and back-up, managed security and co-location.  The most frequent application servers that hosting providers support includes applications from both Weblogic and WebSphere.  Other names include Apache, Microsoft IIS, iPlanet, Studio, Business Integrator, Lotus, Tivoli, MQseries and Workflow. 

· Scalability – Providers should have the ability to increase and decrease capacity at incremental costs to your company.  New capacity should come online within one week of the request if a service provider has a scalable solution.
· Manageability - While it is a comfort to have hosted equipment on your own premise, this also means you are responsible for both the physical and virtual security needed for the machine.  A managed hosting solution can include 24x7 security monitoring that is both physical and virtual to secure and protect your valuable data.  Further, there are often solutions for ensuring that the server software has the latest software patches and updates that clients themselves often do not have time to handle in the course of daily activities.  Without these updates, hackers can exploit this weakness to break into your system.  Two fundamental benefits of outsourcing are that the hosting firm will provide equipment maintenance and technical support. 

Outsourcing the management of Web site hosting makes implementation of the features of Web site hosting quick and reliable and takes the hassle out of managing the service, allowing the company to concentrate on its core business competency.  The cost of in-house hosting involves hiring and maintaining personnel, and the IT personnel turnover rates are high.  Outsourcing hosting services provides turnkey solutions such as security, IT customer service 24x7, upgrades, software and hardware at a fraction of the cost of in-house solutions. 

· Security –Ensuring data is protected from unauthorized users via software security measures, including passwords and audit trials.  Hosting services provide data centers with multiple levels of security and resiliency that offer your company a secure location and less chance of tampering or damage to mission-critical systems.  A network firewall, sometimes software or a special integrated hardware and software device, sits between the Web server and the Internet.  A firewall allows traffic between the outside world and the Web server, but stops unauthorized users outside the firewall from accessing the Web site content.  Additional security measures are often necessary to ensure site viability and prevent unauthorized users from accessing the site.

· Operations (24x7) – When evaluating managed hosting companies, it is important that their data centers provide managed hosting clients with trained personnel, 24x7 support, physical and network security, power, equipment and hardware support. 

VPN/Security

· Service Level Agreements (SLAs) - VPN service providers offer SLAs for two important metrics, network availability and latency, covering traffic on the provider's network.  A minimum level of service is guaranteed, with availability levels typically ranging from 95% to 99.9% and maximum latency levels ranging from 70 to 100 milliseconds.  Some VPN providers are also differentiating their services by offering other SLAs in response to customer concerns -- including guarantees for remote-user dial access, international SLAs and VPN-related commitments such as mean time to repair.

· Range of Services Offered (network-based and CPE) ​– A wide variety of services are offered by providers including: managed security solutions through monitoring, intrusion detection, incident response, denial of service attack defense, content integrity monitoring, vulnerability scanning, penetration testing, maximum number of IP addresses scanned, weekly scan reports, frequency of scans, proactive event notification, site lock down and hacker attack pattern database. 

· Firewall Options – Firewall applications are found in hardware and software solutions that limit the exposure of a computer to unauthorized users.  Managed firewall service, firewall care service, firewall rental and management In/Out of band, along with firewall monitoring is done to ensure service is functioning, updated and maintained.  Additionally, security policy development, router-based service, server-based service, managed Checkpoint Firewall-1, managed Axent Raptor, managed Cisco Secure PIX and 24x7 monitoring is also available.
· Access Options (dedicated lines and remote) - Some VPN services support multiple remote access technologies.  Companies often need to connect users via cable modem, DSL connections or even LAN-based connections from remote offices.  Basic VPN technology uses "tunneling" to send data packets across a public-routed network.  VPNs should also ensure security by encrypting data over a dynamic connection on the network.  Beyond these functions, other common security features include user authentication and access control.  

There are many possible configurations of a VPN, but there are only three basic types.  Client-to-site (also called user-to-site or "remote access VPN") -- connects an individual person, often dialing in from home or a hotel, to a company headquarters’ network.  Remote access is the most common use of VPNs today.  Site-to-site VPN (also called Intranet, private IP network or remote office/branch office [ROBO] internetworking) is a connection between a headquarters’ network and branch offices that requires long-distance connections with traditional network solutions.  Extranet VPN -- connects external entities, such as suppliers, customers, partners or other affiliated organizations to selected parts of a corporation's network.

· Manageability - Increasingly, network managers want access to monitoring and management facilities for their managed VPN.  They often wish to retain control of setting policies and access levels, performing user adds, moves and changes, modifying user security levels and monitoring bandwidth prioritization.  Systems accessible through an easy-to-use interface (e.g., Web-based) are the most popular.

· Redundancy/Reliability - An Internet service provider (ISP) can deliver IP network connectivity with high levels of availability and reliability despite the Internet's lack of reliability guarantees.  Through an SLA with an ISP, an enterprise can obtain a solid IP network foundation that will support highly reliable IP VPN services. 

· Geographic Reach - Intranet VPN services offer an enterprise the ability to extend its reach to connect individual users and multi-user offices in any location, with support for all popular applications and protocols.  Extending the network further with a VPN extranet can offer employees and affiliates affordable worldwide access to all enterprise sites, other organizations and public information resources. 
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